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a EAR kê Olekna  barARoayk AS şano gaARE rêla lS wl An 
A51 j u ça sen qele AS GIL kab o aU) w Pê Cı AS o ûl AK > 
g4Î GAR GŞ> > ARAS 3 cıa Mua agaSŠoo î A-ÎSP „ul POP sÛ e JU 
inja Gû Zo dlayaz gU RON k A çêkokê kS ula ÎbA> î A-ÎSP (El AHA, 
ASOoe cinn zil) zz zWĞ Sê sh nabi) ùl nn Az oll yA MA aj 
> a54 A5ol So, , (Affinity ISP) ç>, ceke oa yan Au AŠq a 5S3 çul 55,5 

TÎ(VISP gU VISP ) «< € 


Dll) 43 kûda êl ûs AZBAZAÎ, ur taleaên LÎSÊ j dêl çakê al 7-5 


.(Hosting, Domain..Etc. 


çaê nuka a qaf aal Sor Am sa) oz » » http://searchsoa.techtarget.com/definition/virtual-ISP 4&> 4l,» + 
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Wireless ISPs 


AA çuk Re > yii js Skala nhaka jı Cita J sya ala çe a8a çek 
eehêkê Çayan kO AZA êb kS) êka Asê J kore DÜ Awal êka 
EŞA AA çn Jan Qal DU'A AKA > çal glk ko 3el, a kê Alk dla 5a0 
„ ,MHz, 2.4 GHz, 4.9, 5.2, 5.4, 5.7 900 ŞI cs 3a JK ce Sê4q 
lÎ Lele A-0 Sî asêk Ako laSan ky LUHE aS s& J GHz 5.8 
dî JSAS ana) j Olê lew çl) J> lêk aS „NCR Corporation sı» 1992 


12 : 
(G3, GÃ) ayê J coaSto CADA êka k> A> 


WISP J kayaRo gl J Jaza 


Residential N ern N zz Business 
Users Tn ee. Tea EU e u NA NR. `__ Û Users 


CPE 


ere 2ZQ Hene n SR PE 
BACKBONE / INTERNET # L. ; 
BASE STATION i 


PP? 9Ş .ََ 


COMPUTER 


ıP Phone _ + 


.http://www.pcworld.com/article/2067283/meet-wisp-the-wireless-future-of-internet-service.html :+,&,~- ê 
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rh Ewan 


ğêSadêeeda êkSLÊ, „ ISP 
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ela ySgdùemda (ıkSuÊ,, SP 


oe dênê J CW ABO) oA Sol ge ISP AU 59U sS) giz z4 


êlo çl 4l j> a ok AL Uba AS Qaza 5n ola 
Dial-up Internet Access 


Hln) Wı ch J SA5 GÎ AA STA kaşa AZA EREY Ca A, ö5 
„ ISP. + guya > <» (Telephone Line :g4la kk») bê, (Modem 
Anal cû Se AB Sêl CSS kaye gwê Oso Ok kk AZ A bgykêl yal 
dag 45o yS dêt ga de b32 eW ca ga a jede Û e 4 Co Sa dd g4a na öU , aSayê4Jas ceke 
J CARAN (ez çerîn cenhS ha öj) ÎSUZSAÎ lbayyaê ıı 598 .naŠ5, NM öokašLU Xê 
Kbit/S) aS azê» ls y> eW öU çı zê qela aS e> kall) ı Ul» ce» Š dêt de 
çêjê hed5 sS) AU a Û aû 0Ş cS A zekî Ca AA SA lb )yae 19(50-40 


Jy aAS Azmuay AJ all a O0 laê4 


DSL 


14 Digital Subscriber Loop) „UL (Digital Subscriber Line) IS», DSL 
32 beje pw Gulol a Û Gul a êRAR kekî 4 u0 WÎ SS u4 SS 
YOYE gı, ö lena ç5 han jy «(187.5 KDDS) aU sı» çaSna a Sale l> 45-54 
AJ g AŞ halaya çiy Û > syaS a yöaJar aJ aUL- aS lake UU kekê oe & pelk ê3 ÇU oo 5 a 
Anak 4Š Au l3 Çîked cu hS çale Cû yalkea 4535 hwd (eye Û vS e U Ê AS A&l oe 
çStuğe Jk) AS ayaz yaZê lê Kı addeyida 3 gknala) ASoo $ A lilya a Aya yaZAÎ aS ASO ye 


dJ alal jbo )dê gı zî delme duh ö ê4 [yaS o $ êt e4 Mj eW bê yaA® ka şedê dal nû gka Î Degê ydw 


.JaS saî > J e-5 56:56 kilobits per second *? 


.https://www.ntchosting.com/encyclopedia/internet/isp :»+k,«- ke 


DH Aw ENEAAAAAAA---ٌ---........................... 
19 Ge )xaal ISP- Internet Service Provider ûl) yak So) cS )lSula 


aA ki yê ê3 oJ DSL J ako ka da3 a29 sel aza 5n yı sa ÎSÊ kn qalekê 
têke J'4 lala ka 


Asymmetric Digital Subscriber Line :ADSL .i 


l> ı4 lalo yen qîl waa p#îlu SDSL caf gaw ga, 
U ez» SJ - Mbps z9 „ 1.5) gl an» ça Ul» çıyaz ê 
ŞU 5J-Kbps Z 640 + 16) &%,„,«“.(Downstream rate * *l>bas 
ökenna, AS AS yalln < x- >>> ADSL .(Upstream rate % + ba$ «J»3Ul!» 


5 ADSL Modem « »l--U + 


1 P 
: RW çeyê j ADAK J qaî azan gil seê „ ADSL Modem >U caz, 


.http://www.webopedia.com/quick_ref/internet_connection_types.asp :le,«- e 
.https://support.earthlink.net/Articles/dsl/easset_upload_file947_155756_e.jpg »laÉ jı A-4 pal yay 42» y4i Ri 
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So Ji had bo adê Jı ç> 4> ei ha^l 


+... 


ıS opa) chynbn ab ns ay B Sp pû asla An « lanaî yyi k p4 OU ço Szane qjkn ala 
cao fêkl l8 UU wê AS «(CÎSco packet tracer) çaba 


AJ lm u Aman 
Cloud .1 


MOR 4J oke Geyauk j oe Wek Jı çetê GIN J4nvÎ AlS r 44z gU 


siêD SS ahan) oa yS gıy-ên 


:.. z g4ê 0 Mao SO kêza» öLs(Cloud-PT-Empty) laSıöğ» abal 


o av Bi J > @ \ lew 
, W-_ DSL Çable 
WAN Emulation GenericÊ '!Generic Modem Modem 
J g[ej+ e : : 


DSL-Modem-PT 


+ 4: Mode? 


bevê” 
Cıo PT-Empty 
Cloud1 


/ 


Ûd 


(Cloud-PT-Empty Cloud1) )Auq ıyazafıo Wle 5 RA (504B da d3 $ ag9a ® 


+... 


loo SLA, UU ç>a€ 


öz 4 l3Physical *„4J .(Config , Physical) aka çê+ se lskata aa ® 


êl 45 kêya )aAnala aS5a 58 coş la aS (ConnectionS) Ak go Sî Jêsd4ê >> 334 
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în aê «(PT-CLOUD-NM-1CFE) „ (PT-CLOUD-NM-1AM) „as, 


AD cû aa» lSaSıLAN 4J kuc aê yaz aS aS +Fast Ethernet êa» 


a 
#2 Cloud1 


Physical | Config ] 


( _MODULES _ _) Physical Device View 
(| PI-CLOUD-NM-1AM] )Îkoriginal: Size) 
_[PT-CLOUD-NM-1CFE) 
PT-CLOUD-NM-1CX . 
PT-CLOUD-NM-1FFE mz El r `ã 
PT-CLOUD-NM-1FGE aû -. xere NNN 
PT-CLOUD-NM-1S 


Customize + Customize 
1con in 1con in 
Physical View Logical View 


for basic telephone service connections. The WIC-1AM uses one port for 
connection to a standard telephone line, and the other port can be connected 
to a basic analog telephone for use when the modem is idle. 


The PT-CLOUD-NM-1AM card features dual R]-11 connectors, which are used | Ê 


CAD alê yS aS Cele kara g8 au J UL aê US ê T1 


dar A5, Göç Cy 2.4 las ok kuaz a» celle oUŞL Û U êê J kU 72 zz 
3. AAS (play Ki CAsAR AZA go J ŞAS kunkê yAZnÎ ago pila aletê Cn gî O lewnê yaZn 
a$, ,5 za a a5 „>U Jalê 4ya J4.2 nêz S yad a UM çê > wg Û mê) 

êl ceuaa ASoo SN dê y3 Jê ks lS 
AJ ıa nSa oke 4S Aya u A Cû» !SCOnfiguration »U Config ê4 ıa çek * 


oe dÊ to Çgjkêzana dakê cıDSL al yal GkSA aS cay Az kç A 4 ça) o3 çe 34z J»lSP 


TEDE NEEEEKEEEEEEEEEEEEEEEEEEEEEEEEEKEKEEEEEEHEEKEEEEEEEEAKEEKEWEKEKEKAKEEEEKEHEKWAAEKKEKEH MI <INAN NANXNNXINAXANA JEWNNIJIW N WŠTIIR TIMES 
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Aa kem hn lae, lJ Mappîng 6 ce çîk kS oUZLaZa» qıuêî çêb ® 


Hakk? OS Wkê pay 


rê 
8š Cloud1 


(_Physical | 


GLOBAL 
Settings DSL 
TV Settings 
CONNECTIONS 
Frame Relay 


(Modem2 v) ka (FastEthernet7 
Port Port 


From Port To Port 
Cable 
INTERFACE 

Modem2 Modem3 FastEthernet8 
Modem3 
Modem4 
FastEthernet7 
FastEthernet8 
(__Fast&thernet9 _) 


Modem2 FastEthernet7 


Modem4 FastEthernet9 


Remove 


Cables .2 
„ (Copper-Cross-Over) 4J a „ aS», ; û eydê yl) û54 eyî tek 5 ..-.S 
km 4S T3aS DC ı AS Ao ye lsa lb,» (Phone) AJ Az yp aS Ağayê j 45'ı555 olsa 
„ass l5J» L-(Copper Straight-Though) 
oA AS Raa Q)lKRê 
7 a€ Fast Ethernet 1/10 <|> Fast Ethernet 7 :Copper-Cross-Over * 


J,DNS 4jJ ıS Asa ç2 cm3 


„öjöda çê y> «5 ,«Modem 2<|> Port 0 :Phone * 
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Port 1<|> Fast Ethernet 0 :Copper Straight-Though * 


DSL Modem .3 
aS cw» DSL KL oke az hêla nnîikU çae çenê kcelao Sî DSL anal ên 
sel aî abulak Û AS ZÊ aê A kaz ÊS Ê dom çu 2 hed Sl û sêb c37 
HgheSŠo kê Sdazyal ıl 5 Sh a sl 6n Ko gale cu lêR > 
& 45A aS o Sul ö(DSL-Modem-PT) gg» WAN êgal l»aSığ3» 4J 


:Cisco L-L. 


Jdj.:::_---*amp:-ً 


Fa7 f DSL-Modem-PT 
Cıou##-PT-Empty DSL ModemO0 
Cloud1 


av i (J 5> @ -_ [ezm le 


Generic, İGeneric eden 
. n. nı 
WAN Emulation - ٌ 


Modem 
¬ ) < Þ 
cil GIJ» + 


DSL-Modem-PT 


n» 30 » J„PC iz 5'„, .4 


:onA6 çU» (PC-PT) Il» End Devices _êaaJ 


DS EEE ENKNAKAAAAAA.............................. 
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dije: \ WELE 
e Ûû J -¬:» az 

Fa7 DSL-Modem-PT PC6 
Cıo »Ê pr-Empty DSL ModemO0 


Cloud1 
PA 


>. n o Ko ãH zi e 2 
le E VolP 
End Devices nerk) jj 'Generlc/ !Generic/ 'Generic) 'IPPhonê î Device Phone TV 


a + $. |« ". Þ 


PC-PT. 


Wireless 
Tablet. 


Router .5 
sud Az la a43 Se S3 lk ek Gelak AZ J35 pwJ u5 n nŠn bak ajLU aS f 
hı a gaaba Jêk ga da ûe gkê +SS Sn kk ê Alaşê J kOAR (dÊ ba Asad çaSs,5 

s5 tha an > 


.(Kurdish Provider) +,5,ö Le lSzl» UL AK 7-2 


cey dÊ ëo (tida Ce hadî çı) gaê aS al eu Û u aA» 3>U ISP. gala »al)usl» J4l ên 
vlan »tb gkU «< «€ «LVLAN j*4! „a5 Configuration «-- + 4l, 4-4 


SEUL yî n 30 


A0 a45 Aa Û SU(UD) 4J6 aSau3»4a Fast Ethernet csls geî J Ûjau ® 
qê „>U b> SU 4Š dz Qt gi deş S> NERA JE J64. EWÊ ASO > « 4s yašjl, Jdhnn çî) 9n abaJ 
Hûso 5'4 4Le 8 s4 


Router#en 
Router#show ip int br 


o5 Bê )S ç,É > cı» GI aS'ja5yl, :enable zen 


êma) aS aya yA gal çuk :Show IP Interface Brief zshow ip int br 


.(Status) gU» #6 gal „ gLW^ip address Jaf4J bıyan cul SS aSi)a45yl, 
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(-Physical | -Config | CLI 


IOS Command Line Interface 
Tast#thernet1/4 unassigned YES unset up 
Fast#thernet1/5 unassigned YES unset up 
Fastz#thernet1/6é unassigned YES unset up 
Fast#thernet1/7? unassigned YES unset up 
Fast#thezrnet1/8 unassigned YES unset up 
Fast#thernet1/9 unassigned YES unset up 
Fast#thernet1/10 unassigned YES unset up 
Tast#thernet1/11 unassigned YES unset up 
Tast#theznet1/12 unassigned YES unset up 
Fast#thernet1/13 unassigned YES unset up 
Fast#thezrnet1/14 unassigned YES unset up 


Fast#thernet1/15 unassigned YES unset 


CLI: Command Line ) Gejaga; A&n Akamıa OMI LS Aza çekemazî i Z edî 
.(Interface 
û el $3 and çê W c ko yın 10 „ 1 Fast Ethernet )A4J aê g44) a45 ® 
OL ST Aku Al AZÎ ginê Oya êê Mja AS Mêla Sî uk Lez» olê (FA1/10) 
.UD 4l, 0)5 FAT1/10 Axa (ÇçaS aAuyaê yak kêlê» 
„ Gateway «+ Çem 4Ê 9 aS$:vlan cow S nb B5 y€ n bnı Cuta î e 
Dog l> TY» şhla5Le y8 bA c aS A dê yA 
Router#conf t 
Router(config)#interface vlan 30 
Router(config-if)#ip address 95.95.95.1 255.255.255.0 
Router(config-if)#no shut 
Router(config-if)#int fa 1/10 
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Router(config-if)#switchport access vlan 30 
Router(config-if)#ex 

Router(config)#ip dhcp pool vlan30 
Router(dhcp-config)#network 95.95.95.0 255.255.255.0 
Router(dhcp-config)#default-rout 95.95.95.1 
Router(dhcp-config)#dns-server 192.168.7.2 


Dıle ê çêle Sê 
configuration interface ~conft 
interface virtual local area network 30 zinterface vlan 30 
„ezz vlan 30 aS» jo 4<5 çiVlan ja5 çU asîl, 


çasleyan 4Î ù0 l3 qa ÎD a4 e4, :lp address [IP Address] [Subnet Mask] 


„4A S3Ü J laz gU gU95.95.95.1 E50 AJ C3 $» qul» gijik 
„ezl SJ „ê»a» sl, No Shutdown ~no shut 


Qe balajkelo Anal çaê AnêSOS aS waê yA jê lnterface 1/10 :lnt fa 1/10 


Haydee) dÖ jy AÎ gdl gû hêzcgta tdêlo yê pas „45s 35 


êi ce AS sa s&a aJ vlan 30 ıS ça yy 4w aze al, :switchport access vlan 30 
„>U ö5 n> J „vlan 30 ölêU 6396 pê )4w (g9 Ae dê yA a$ 4l 5 Wa JAê45)3- 
Run ES A a 

LOKA At bo Û) Ay AZu a pıhl 4S A JöLe y8 Joe pal 


Interface Vlan30, changed state to up 
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„UD » >U l>,a#«„ vlan30 *s;aš UG!, 
„nu aSsinterface » Sok» gU 4J GUI, ExÎt :ex 


pêw ASO ye «Sıdsl > ez6, dhep Jş55ay !»zJ :Îp 17dhcp pool 18[Name] 
u Dynamically 3)65» MASA oa 5'4 ö'4ÎSD gana) 43553535 


„XU !»dhcp 4! IP Address a» Sî 4: Ulya Ja5) u Ad CI so çûaAl» 


2Z ola gA35353x a4 > êS»» :network [IP Address] [Subnet Mask] 


AD WA Û J AA» çı5 ayên) mh takê U a Û coke SLA U 


a$ „«„.default gateway gG!, default-rout !»„„J :default-rout [Gateway] 


„ê s4 4-İiD interface vlan gLsa» 
19 
.vlan 30 + 5» <<,» «dns :dns-server ["DNS IP Address] 


gU cab a okê~ab , U öL& (do sh vlan br) ss çelk J zz aZaşe 


ap Ê2 wad çaAZO e yî gêl JAZA Gıloeo olê WA vlan >» 


.„Dynamic Host Configuration Protocol „IS, dhcp K 


.vlan30 U gk U A< cl» 5 (L< 4J dli 4$ cuaS ıs lêo ul U ls xJ 2e 


..Domain Name System g5, dns 12 
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r ` 
#P Router6 kezelıa: kenên 


- a +. __- ¬ - - 


| -Physical | Config/ CLI 


I1OS Command Line Interface 


$ Invalid input detected at "'"^' mazkerz. 


Routez$ê 

Routezr$ê 

Routezê 

00:00:50: %0SPF-5S-ADJCHG: Process 1, Nbz 192.168.2.1 on FastZ#thernet0/0 from 
TOADING to FULL, Loading Done 


00:00:50: %0SPF-5S-ADJCHG: Process 1, Nbz 192.168.3.1 on Fast#thernet0/0 #rom 
TOADING to FULL, Loading Done 


Routezê 

Router#conf t 

Entez conf&iguzation commands, one pez line. End with CNTL/Z.- 
Routez (con#&ig)#do sh vlan bz 


Status 


active Fa1/3, Fa1/4, Fa1/S, Fa1/6 
Fa1/7, Fa1/8, Fa1/9, Fa1l/11 
Fa1/12, Fa1/13, Fal/14, Fa1l/15 
- ûşmin 1/1, Fa1/2 


1003 token-zing-de#ault active 
1004 #ddinet-default active 
1005 tznet-deZ#ault active 
Routez (conf&ig)$# 


.do show vlan brief :do sh vlan br 


dÊ yn kwA îa gaê aS alvlan au ,„ DSL Ss aR&z > lar yake HW Tm 
GUI: Graphic User aa çaaSıo gî sal el Ê (Ağa 4Î Gel AL kkSyka 


AS aSAPC » 50 j» «4J DHCP J55 3583x cola yS gekî > „sga-lnterface 


Symmetric Digital Subscriber Line :SDSL ..- 
GI ke o G3 alê SA Zl> Jaza) aya» çU , ADSL 4jJ oa yaSÈ d> pêj 
pn 3 lek ûo34az ca a$ al ,5 day az ,bJ «(3 MDDS) 4J sna aro çêr» pw 
„êıl3 5 pw AS o a35 s4 al, Voice ConnectionS 4J jo cla 3» 5 Jits4 


ula n êz se 5 nha sU j SDSL al ya€ ceze qiza onun OW US çn êz zl 
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AR. a çen So cen lu kê Sk AJ Aşê JX KOD )AZZ ja Os SÎ A AE A Û AS Cûd ê 


20 . 
.(Symmetric Modem) * <s Jı» U aS A» J3> 


Cable Internet 


l»,aê yx... „ Client 65'1» gl»-4J sl; 6l» gul, «cable modem cs »#* 


ûli ê 4JAS Awê ze (Gealkela Glkukê J'AI lAS a cullaraua) ALS ça&o4 


cl SR çê J> »>U Wı lonaSn el) AW kê cud Ay cç yalê alal ol 6a5 Aaša > 


4X „.(5b12 Kbps - 20MbDpD5) gl aU» ÎyaSa S Jê dê þ2 PA ö5 UI» çıya) ê 


CMTS: Cable J€J e< S3»»„4 cable internet az xı 4ıXltH4 t32 94i AR 


Aagl so gl» saSalSP 4J gaÃaS + JModem Termination System 


| UE... seE. 
coax Distribution) Tunk with 
splitter  Point | Amplifiers 


hên ASE yil) J dayka 


XV dÊ. „ÊN TV Channels 


( o ã kar ki g Headend Lr 
--lî - \ 


feeder cable 


drop 
cable 


rea CMTS 
41414441144 
1414111414 


444444441 
iiin)” êw 


HH) router 
“n 


Irtermnêt 


To other 
neighbourhoods 


.http://www.webopedia.com/TERM/S/SDSL.html qa «la» 7 
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Wireless Broadband (WiBB) 


Z Rٍ *v + Y Z, + + 
gra A CR yu 4Š VA A ud uk o02 Gol NKa y> cek bA kla ça oSSa tx 4 
Gê KU AZÎ (ehêih yel )& la o AAS ù aza yê a J UJ gU çeyallwa J Û 
cS ça41 y4 ~a 5 anê kûl xêvê cala) kl) Ju nb > cel du4ê ANA 


... j. ûl > cr Wn hez U hwd «sl, ûk bawa JdhwadJ öL-wifi 


WiBB 4jJ kê AS yol) > daya; 


JW Internet 
_, Backbone. 


AC130/AC150 


Integrated Services Digital Network :ISDN 


day y&uad (SUIS sDÖeo ku kê) Sî Wek J Alê (AW o GÎSKA $ 4dl a 
21,... ; 
l> (^ (elda aU çala A 35b 04J SE SU J42 ol JA) çaya dye 


:ajA> ISDN 3>» »» «(64 KDDS) a5 o» Shlem aja) ı32 pal ûl4 GI» çeyazal ê 


Basic Rate Interface :BRI .i 


.http://whatismyipaddress.com/isdn »,l&,«- 2 
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elan e kIOLZÊ > saza Û ob cu koa) olo eoa64 
Primary Rate Interface :PRI ..- 


ölalê ln 5 Azan Co 5'4 


ISDN + „êU gU) 3 JA «3; 


ISDN provider/ 
telephone company 


ISDN telephone jack 


İnternet 


Ke 


Ua 


Power supply 
Internet service provider/ 
comorate headquarters 


Ê 
Your computer 


Cisco 700 series rouler 


Your computer 


Your computer 


Ethernet 


>l MAL OO alaya ALÊ 2 5o4 ezan oo îa aê bajê pw 
MAN: Metropolitan Area „*UL LAN: Local Area Networks + .S+-PC 
lS e4 oll cak c30 J cw aS 1983 JL4 D€» Networks”? 


2 22 
cêke JS AÛ 0e j p3 J4y Ss9l dlaı lu az ÛÎ DA AS ES û32 p43 cl 3l5 mê kaka ASI «klan Jaz aS dl) yo êl» 4J AZ n 


KO 3emk Ganî la dla el) qoz sÛ Xak GA Î Jı çêke kê cJaSo Lê glkoal 
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Az bas (îadanêl ûj iê p05 2S yihn ûÉ cıyluÉnS ça&a a EEE 8022 dı, Ia1983 JLJ 
«Ethernet ph dhz aU ga lS Ak) p Ul ayn êz o> oe zly> >» IEEE 802.3 


„41,5 luks 


Ethernet 4J haa& gU; J Ja az; 


Frorrı Computer Desktop Encyelopedia 
gı 2006 The Computer Language Co. Ine. 


DSU/CSU, 
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Ê ٍ @ gê @ O (eke) [e) 2 @ Û 
Wireless ®-~ le) ®--< @ 9ö ®-- 0 ` ®---- 
` @ Lê) @® < @ O 
e `® *e  ® O ® `9 O 
Packet Filter Open Packet Accounting 
SRAR Moderat - 
. Application Gatewa 2 ÊME Input firewall 
Firewall zi - e Filtering (AIOF) l 
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N/A 


Basic Security 


N/A 
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54 So y4 


ISP- Internet Service Provider 


Single Firewall 


Intranet 
(LAN) 


Router (WAN) 


Router 


Security Vulnerabilities 


Architecture: 
Dual firewall 


N2 
Intranet 
(LAN) 


Router (WAN) 


Server 


Host-based 


Etc. 


Etc. 


Zel yalULû (Sol) cS Sala 


naSŠn el (ZÎ LSA az Sî o AS ZÎ Bla Saa >A ulyulan nêl e QE Ro wd 


ASÎ j alal LSS bka çoî Guh şî (AR 


Point of Presence Topologies 
DNS 


(Name Server) sj «sas» ew «5„ (Application Layer) u aA 
hUn sêl A meê qek cal SSÊ qel, kê su 4S lêl > ese „E 
ASÊ ıo (asan ı 5420 6o Aka TAZA ye (ge kU ekê hjtÖlo p4J sonê n hwa Zu 
ÇÎ gayên pêl jı ukk J AJ AS ZÊ a ŞayAS esl So aS NS sayallsamina, a okê-U 
QERE 

TI Cê 444êj5è J l3» §hûnbُ di) y> 5 Amêd a S55 a3 ,U ZL e.5, - 

„h4 gle 
AD» aê jî 4T 
So lS keyî (i 'AÎ layan a JaS Ay KÊZS j cê ZÊ az gila UlkeS 4z o baZ, - 


ls» Ga» - 
:4J o „ DNS Wl» 


öU key beyan kez Zoya) g3 U çel, <.J; „< :Primary nameserver * 


ADÎ» ga, JA DR ıl. a Co zukee» a saza» (DNS Records) 


(Primary nameserver) Wla Ul, «%4 :Secondary nameserver * 


êsêlo kênaya 4 ûl 505 cyd ae ei) ena aJ uk cı l5» 


cöSkeğan Aa al RAaa çS U A4 ö9» 85 :Caching nameserver * 


ayaz dea jey U çiêk ölS5!, g4, kî 
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ISP News Services 


jl , öWıêl, > cı gU AS 05 day asla dglazal los as ıya-(DNS) gyan sl» e 


4,54 
ISP Mail Services 


z„.,S (Mailbox Providers) <-Jl4 ole SP 6'A KEJ a 39) êk 


Lêy dkÃk2 pêv MISLI» t4 6'A AK > lox 


ASA n a$ cöl3e» a (mail exchanger record) MX gun, a lSzl» - 
„ &„a„g (DNS resource records) çGS%,b gêla elek A kes 4J 
nal çı Êsa WÎ nayin a Juharê êy4Ğ ya 

öU <u ,U az) Aj4A> öU Ja eynan ê > ASA jn) :SMTP gateway - 
j JS n SS yU ay AS SS A LS Gî ANA A2 ob dla la 
„ZzJIÉI Ua 

uJ ön çaZal ê a (aikmî Jı A2 ûl OL qaza oU ASAS IS» - 


S4 > „eb > Sas lU 


ISP Host Services 


daa) ASAa > > 34z cul SL 2a8 (Hosting ISPS) Jy4 qala oll» 
D45 pAÎ È yaSsa j ASA 


A) 3S J ASA Î J çîle Z32 98l - 
n„Šmaye n lina > o Sal» - 
JAR ê NEHYA J-6 d> oo Socin ale j SA m 


sone > Sl» - 
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J955 af lk 3,Szl - 
az ZÊ j aza Cuz çıyê ç3,Sl: - 


„AA. J.5; FTP esa )ya® 2 


Hosted Services/Datacenters 
Virtual Web Server 


iz S> WWW da Ul êsên sz çole > Îb S0 4ê 
Huîğaw çêket dln 
co jAR ö4) Cilaea ûl ja€ qewul 4S aSax«eU „ «web server »»U :Server - 
ADÎ g36 4'4 êka) a5 (HTTP: Hypertext Transfer Protocol) »«+ 
Hil S key AlS) «6 
day ae U ya AS a (Seyê ùb cù bA) aS aê xy «Proxy Server »„»U:Proxy - 
2 Gol) 5 Anê onê mk Ç2 a ùi sê J3j 445Û) avê g24 ike çila 
J5 Ç5 Bu ABAS ı ciyê ha sa3 )l Asa a )S n j6 n lS 25b kez 5 zU öU» 
uza lê kul GO) Rake Jı a Jaa8amêÊ alal, yow 
(HTTP cache) »#b < „WaãV aJ ha» s5 sl, :Cache - 
ASO ja) RêzS (pa a l> qasên sazan aku olk (çık qê) Cduzo ke 


„ija Ale Û ya 


Network Operations Center 


wg ga, lê6 aS .(network management center) „ «êl U lè )a» 


:Ašl aJ TETO 
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„a-Routing Policy ««&,4J :Consider primary and backup locations - 
ayak at sa aU U Kela dayR al cs zol o AR sê co ul yî» 

pêj ken aa neka zale çola î saî ake A a4 :Network monitoring - 
sf RU «MP5 O4 azê a Ol AU) AR Ak AZA SLI j AS Ê ada 
„aS A Ay, çl SS ob cA Avê okOD a U Ê) Wi Az WA sole 

3 cergê) Saêl a oo, J»J :Statistics and log gathering - 
„Az Seo çube ö5 y4> aŠı» j 4eÛ j) NERI 4d (STA yaê U 


pw ks O a5a dêla yawal 6 y> jamal, sU Pw :Direct but secure access - 


TERA TTÊ cç Wb inû Ad 


Servers 


u ,-'; l^ Nûn çU û , Az çaê ka cç lod csgo î a4ê yal öU A 
Dêla celde inê wl AK z ç0 u) AZ kEdê O ıy4> yaŠıy 
(gW'azaS Û) e zoale 4 bA Amê lA jb, ê gl :NetFlow Analyzer - 
Dêqdê (çaya blê GÎ çap» ga a$ . y> Az Z1 sa 
AD gol» O 
o23 O 
_,5“„kL-5 mrn) O 
„e zok sl» a wu zok szole O 
„5 aJa» _gl,a» O 


ls» Ga» O 


DH Aw EEEEEEEEEEEEEEEEENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEKNAAAAA---ٌ-ٌ-ٌ......................... 
58 Gè yal ISP- Internet Service Provider û) yaû (5ji) cS )lSula 


[TÎ Sensor NetFlow V5 - All Traffic ~ ****»* 


Overwew Uyo Deta 2 days 30 days 345 dinya: . Hisberik Deta) leg 


1 hour interval average of < 0,01 Mbit/s (IMAP) is unusually low for this hour of the week 


last San Last U> last (uan Uptme Ctrarê xme Cover se Senate ?yoe Ceper-3erey 
"ss ss +o,oooen. @.exeyn x` Netkow V3 sensor #avevt 
Top Talkers Top Connections Top Protocols CHANNELS 
«2î”2:_ . «al l ¬¬: Û N. EZ E E V TDTVNNEDEãUUIZWwZTZWZiATAèr 
&# u +» N AS u N ^ e? 9 MêByte 0öMb45 0 Mb «ê2 ıoan @ 
W Aa WA n Chat Xo« %Mêyte @Mban. @ Man... @j39 Men. @ 
Ê j cera *re öMêyte @Mban O Men. C64 Miyan @ 
+» bi cee o) ® Mêyte %5 0Mbkê < Q0) Menan @ 
Pî ces oa 12 Mêyte < û01 bên 0 MÞA5 25an @ 
Cêwetmme 4 e 
mı9929 xwo? «< 601 Mêyte <ê01MtAn 0MA 2Mean @ 
HTTP tor % Mêyte ?Mè65 09Mba5 1,197 Mban @ 
HI; 3 49 M6yte Jan 0 Menan 2M Menan @ 
Kwe Dê 1540yte Qo Man 0MA @4 ban @ 
AÞ « 6,6) Mêyte < Q01 Metê. 0 Moay ıo ean @ 
Î * »oo? o Mfyee %Mèa/i 0 Menan »ı»an @ 
Netîe06 xes « û01 Mêyte «< êpt Men. 0 Moan uan ®@ 
Other Û Mere 12845 0 MbAY Moan ® 
OetherîCP z2 @.)4 Mêyte c9 Mb 0 MA 24 Mban @ 
CtnevOê »e?? + Mêyte e v5 Mon @ 
Total AIM n oo) oe ê1 Mêyte «< û01 Mb). 0 Mb 2Ma @ 
elaWI Z "DP o» « û,ê1 Mêyte « û01 Mb 0 Mb ı4an ® 
Remate Cerêraè xos @ Mêyee 9%A5 0 Mb ıı ban @ 
Chat Same e" W Möyte û45 Mb O Mo 9» Moz @ 
, 7) vw" »"“ J) Mëyte @24 Mb 0 Mb) ı6ı en @ 
ern Tetal N 147 Mêjte ı2Mè45  0MÞMA  3.J43 bAn. @ 
Citrix ^ ve o? % Mêyte 0öMb45 0 Mb ın 9 
12Mbl/s 9 3.J6J Mb2/s .. 0 Mbû/s Z SIMILAR SENSORS 


(NetFlow Analyzer) )A4AÎ 43asê Ç5 4al) 


Terminal Access Controller Access ) «+» ,,„ :TACACS+ server - 
hê ym kwAÎ Go kegî AS ASO yaaa» çul AS, «(Control System 
La çal a kê gjêjA25) ®4 

„aS (Statistics and log gathering) „+. :SYSLOG server - 

„5 (DNS) g«»+- :Primary DNS - 


Critical Services 
irk çS U ewan MSD XWÎ AZ xuk8 SA Az Ss hell sa > Jh wÎ Oz u 
HON WÛ j», rw dha ö5 kej 4® 


cole o Sol Kzwanz ÛU , oU çavo êê J êz se 54 wl „aU, :Firewall - 


e. eU 
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Jg3 Ub SAS :Database or Accounting Systems - 


ilan 5n , l6 ,0 ,ISP xo U keja» 


Modems 


O Azoke Wı Co çê JAISP aJ Joaf ay5 )y4 pw aS (W'«g»>» Modems) g»«- 


saa 


JAl Gm Û AJ Ayaz (çok4 (e 8 a ADJ ase kal dl usao Û rz î 
ze Dal zuk 5k CR 5W coyê Û ASO oe cASa yU boye KS Z bo - 
nu jûl OLÊ 7z U SA > AK Ê olun >> os SS >»6 - 


eınŠn Sl nl, Un oslo cu UU 0) 3A2 yan 5'A AF AU - 


Servers 
.(eyiyaSo aS AZÎZ yh) Cû yen oy lSzela xo4 çS aê xa oj hwd Îse xJ 
Routers 


ayar te cuz, 45l qıje 4 33a04) aS ol Sud qule a ö0 A5, 


Firewall 


2> aga Am AZ gı AkeÛ ya yek -Î345 a çl )4ê r So (> #U s,„».Firewall:) »*. 


DajelleŞ GÎ AA ba Jı a kSn ced U qula lle kulAn Û RU c54 


60 Ge» 4a ISP- Internet Service Provider Zû) yaû (5ji) cS )lSula 


SÛ ak cA kah yo Stn yêy azê AA U qa :Packet Filter - 
„Eg leala J OUUL j coke U caf U qule» >7 

ue WU ko j KS, dêl, 5-4 «kS'„ :Application Gateway - 
oynhS S4 25l c5 koa Az J iA a Cl 5 keÛ)a 

öl„sJ «cl» ,5 (session layer) +» „+4 :Circuit-level Gateway - 
„UW TCP/IP W'aasSl «»» U» (Transport Layer , Application Layer) 


„AS (Proxy) g»«« :Proxy Server - 


NAT 


Şo SS J at: rêB 5 Wı yûn ,w( Network Address Translation) *,l S5, 
J Os 0 jIlpa U Au ab SA Nêk WA lı SÛ Aza ke U Aka Sam2 
ûtynê GU (ç6 cloêlal, >A) ASoo jL ceÛZ ya ymyayî Jı o Amêê aU $b 
J au Az j3 aU AU 4Î LO Szezale a kê u o amêz aU çake) Jı elel a ya8 

Ed mee (GUÊ e) 4 çê pal kO AZ Ge kêo 


[j ADSL Router ê Em - o "& 
€ > G € | @ 192.168.1.1/cgi-bin/webproc?getpage htmi/index.html&varmenu~advanced&varpage-nat @ *) : 


| Advanced Wireless 


Port Forwarding Traditional NAT would allow hosts within a private network to transparently access hosts in the external network, in most cases. 


In a traditional NAT, sessions are uni-directional, outbound from the private network. Sessions in the opposite direction may be 
DMZ allowed on an exceptional basis using static address maps for pre-selected hosts. 


SAMBA 
FPP 5-Z-----B NAT TABLES 


3G Configuration 
Name Internal IP Address External IP Address 


Parental Control 


Filtering Options Add Edit Delete j 


| QoS Configuration NAT SETTINGS 


Firewall Settings 
Entry Name : 
DNS - 
J Internal IP Type : Single IP 
Dynamic DNS 
Internal IP Address : 
Network Tools Ewtemal 1P 1yê: Single IP 
Ji Routing CD External IP Address : 
Schedules 
Apply ; Cancel 


FTPD Setting 
FTPD Account 
IP Tunnel 


Logout 


BRO0RDBRnTID 


UERÊYÊ Jd4waJ NAT co!» < 
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DMZ 


öU Kezê (Sala) xov az w4 U „-(demilitarized zone) „5,8 
uwa DMZ Slfeo gulaî gezo J k~ a ADA AWA GI la zU u 
«Web Servers, Email Servers, FTP Servers) „ cl» ,SSUU » j» gı) > 


„(uzke... 


Security 
on (ayak area a helîya ASoe Saye U a lal, SU sw aka Ê ub 4U 
«a k-!; sm .z orê dewda ,Ù «gok-/; [2h „b.jJ) ea 4J a& J25 N» lS!» 


NEW WD (5U , sl» l444 


Network Element Security 
:l»asl,a, ew a$ aJ a»!, 44U05 (zo kw Cê jale 9ê lkêa r 
oll o35 su zol a xe GRA J okUU' nê oA j ö4 6'4 ik - 
32 31 
CT(SSH) » Sa lU ` (Telnet) gizan, 6n - 
NOC Öz afa, lar u olê êz - 
n... TCP AA ö^, 5+ ÇA E enanyan ¬ 


laê Ga» - 


Hacking and Attacks 
345 J «AK su» ,.SS5 l> ö 4JJ „l> alone) EKA duluê d8 ÇETO ö5 ,\5--/» 
layan coA$ kU eya yar ıy a onek a j ûme J zok êla G3) Cit gê K2w4y4e 


Diçû WA QAS Amara kù ê çO A a AI SS a a32 êê 


eW amel s4 o Ra dmaê J Ce JU ke ob e350 a9 J444) (Application Layer) +» 4J «Sa,«:U,„ 31 
(45935 4 ele gal) Jl zok 5 Ay kên eqa 5'4 oU U old o RAA J uzak 5<4 4-04 «Secure Shell 32 


JS eusa lepî 4J aga ula (çgigdî o Lek 
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AZÊ Sêl zU okenn a eka CI tel ke Û kU A J lêwe cÎP Attack - 
ped çeta hême lalan lse kCKZneo î leS dan cC ba Û a a asa U 
nOÛ) nA dÎ» bl» 

ICMP «aS ja > „ês :lCMP Attacks - 

Hl ja5 al) 44a S2 dd 4z gU uZA ku A53 ÇÊ yê :Routing Attacks - 

.o«TCP 4 ça lšn ı45 au 4y êx :TCP Attacks - 

gj Au jı AS caz Sêy S>» 3> :DoS and D-DoS - 
Hödeta çel a ( ARE AÛ AR GP khe dê5 jU cûk ev cgaêa € jl>) 

ı0 o zU çl» SU, U j zl aS yawal lÎ Az e a :Firewalls - 


S5Ê lênana (ga4da jı CAS ÈUSS j eu fb ı 


D @) 


j  I malicious download requests > 


ê 


gep 
N 
delayed / no response 


T `è 


< large file downloads 


S4ê X2 eyê Êmê 
JaZJ (Error Reporting - Ja» cêo3,) a, ue J UE , ö3 y4p05 3 «>55 çuakzên IP. a8 jek bk S3593993 33 


lU ICMP _W'A-ba + g45 ,» sa; (Simple Queries - 4a» çeya-<J) 
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LSa oke y4 


Oa 5S ê ayaçî ke a AS H454 


e http://www.webopedia.com/TERM/S/SDSL.html 

e http://www.webopedia.com/quick_ref/internet connection_type 
s.asp 

e http://en.wikipedia.org/wiki/Symmetric_digital_subscriber_line 

e http://www.comcast.com/resources/internet-service- 
providers.html 

e https://www.ntchosting.com/encyclopedia/internet/isp/ 

e http://arts.uwaterloo.ca/ACO/newsletters/s01/articles/isp_and_c 
onnection_type.html 

e http://en.wikipedia.org/wiki/Cable_lnternet access 

e https://www.youtube.com/watch?v-YSghNt8T5Ak 

e http://www.webopedia.com/TERM/C/cable _modem.html 

e http://searchmobilecomputing.techtarget.com/definition/wireles 
s-broadband 

e http://searchenterprisewan.techtarget.com/definition/ISDN 

e http://whatismyipaddress.com/isdn 

e http://searchnetworking.techtarget.com/definition/Ethernet 

e http://computer.howstuffworks.com/ethernet.htm 

e http://ecommerce.hostip.info/pages/623/lnternet-Service- 
Provider-ISP-HISTORY-DEVELOPMENT.html 

e http://ecommerce.hostip.info/pages/627/lnternet-Service- 
Provider-ISP.html 

e http://www.zakon.org/robert/internet/timeline/ 

e http://www.rogerclarke.com/ll/Ozl04.htmI#CIAP 

e http://whatis.techtarget.com/definition/server 

e http://www.computerhope.com/jargon/s/server.htm 
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e http://www.webopedia.com/TERM/S/server.html 

e https://www.youtube.com/watch?v-GBO7739TfJE 

e http://itss.tamu.edu/lT_Support/Server_Support/What_ls_a_Serv 
er.php 

e http://www.serverschool.com/server-hardware/3-types-of- 
server-hardware/ 

e http://h17007.www1.hp.com/docs/enterprise/servers/oneviewh 
elp/oneviewRESTAPI/content/s_cicug-rm-server-hw-type.html 

e http://www.webfusion.co.uk/dedicated- 
servers/services/hardware-firewall/ 

e http://en.wikipedia.org/wiki/Comparison_of_webmail_providers 

e http://searchsecurity.techtarget.com/definition/firewall 

e http://www.tldp.org/HOWTO/Firewall-HOWTO-2.html 

e https://technet.microsoft.com/en-us/network/bb545423.aspx 

e http://vbcity.com/blogs/xtab/archive/2011/10/10/how-to-save- 
listview-content-to-a-text-file.aspx 

e http://technet.microsoft.com/en-us/library/cc959354.aspx 

e http://www.vicconsult.com/surveys/public-email-providers- 
yahoo-gmail-hotmail.html 
e https://www.mynic.my/en/faq.php?id-81 


O AZÊZ AS ) ya ad gû j)4 iptao9 


e https://www.terena.org/activities/tf-csirt/meeting2/behringer- 
ISP-security.pdf 

e http://www.cisco.com/web/ME/exposaudi2009/assets/docs/isp_ 
security_routing_and_switching.pdf 

e http://meetings.apnic.net/__ data/assets/pdf file/0006/45258/1- 
isp-network-design.pdf 
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http://media.frnog.org/FRnOG_4/FRnOG_4-1.pdf 
http://meetings.apnic.net/__data/assets/pdf_ file/0006/45258/1- 
isp-network-design.pdf 
http://infocom2004.ieee-infocom.org/Papers/37_4.PDF 
http://www- 
sop.inria.fr/members/Remigiusz.Modrzejewski/papers/globecom- 
preprint.pdf 
http://www.ipv6forum.com/ipv6_enabled/specification/isp.pdf 
http://www.sanog.org/resources/sanog6/lindquvist-woodcock- 
network-architecture.pdf 
https://www.us.ntt.net/downloads/papers/lDC_Tier1_lSPs.pdf 
http://www.cs.cuhk.hk/^cslui/PUBLICATION/CN_game_2008.pdf 
http://www.redbooks.ibm.com/redbooks/pdfs/sg246299.pdf 
http://www.ws.afnog.org/afnog2012/sie/450- 
isisbgpex/isisbgpex.pdf 
http://heim.ifi.uio.no/~safiquli/docs/network_diagram.pdf 
http://www.powershow.com/view1/248b08- 
ZDc1Z/Understanding_Large_lnternet_ Service _Provider_Backbon 
e_Networks_powerpoint_ ppt_presentation 
http://www.ws.afnog.org/afnog2012/sie/500-ixp/ixp.ppt 
http://www.ws.afnog.org/afnog2006/e2/30- 
redundant/redundant.ppt 

http://drpeering.net/white- 
papers/_presos/Peering%20Tutorial.ppt 
http://pages.au.int/sites/default/files/0-ISP-Network-Design.ppt 


öz hê 


http://www.cobourginternet.com/images/2011/cable_600.gif 
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e http://www.cisco.com/c/dam/en/us/td/i/Other/Hardware/h1100 
1-11500/h11133.ps/jcr:content/renditions/h11133.jpg 

e http://www.ciscoforall.com/wp- 
content/uploads/2011/07/Powerline-ethernet-bridge.gif 

e http://www.brovis.com/Brovis/images/solutions/SP%20lastmile.p 
ng 

e http://logonoid.com/images/pc-magazine-logo.png 

e http://ca.dlink.com/wp-content/uploads/2015/01/DIR-890L- 
R_A1_lmage-LFront_ _RED.jpg 

e https://s3.amazonaws.com/systemimage/39728557_Subscription 
_S.jpg 

e http://www.cisco.com/c/en/us/products/routers/network- 
convergence-system-6000-series- 
routers/index/_jcr_content/series_data_ hero/data-hero- 
image/data-hero-image-trigger/parsys-for- 
c26v4/frameworkimage.img.jpg/image-large.jpg 

e http://www.datacenterknowledge.com/wp- 
content/uploads/2014/03/cisco-9504-switch.jpg 

e http://www.thegeminigeek.com/wp- 
content/uploads/2010/05/Switch.jpg 

e http://www.cisco.com/c/dam/en/us/support/docs/security/pix- 
500-series-security-appliances/97277-URL-Filtering-Diagram.gif 

e http://prajwaldesai.com/wp- 
content/uploads/2013/11/firewall_man.png 

e  https://www.verisign.com/en_ US/resources/img/ddos_diagra 

m_http-get.png 


https://www.verisign.com/en_US/resources/img/ddos_diagram_http 
-get.png 
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û dS boxe gu-Jogada OJ Îg565 9e4 GÜS dıdi5o) o lak 42 


https://www.facebook.com/SfD.h4kurd 


www.SchoolforDesign.net/Me 


_-.Cš5 


DH MAK EEEEEEEEEEEEEENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEENNEENNKAAAA----ٌ--....................... 
68 Gè y)a ISP- Internet Service Provider ûl) yak (9j) cS) lSula 


